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This checklist is intended to assess a specific system or platform provided by the vendor named above. If the vendor offers multiple systems (i.e. data analytics versus electronic records platforms), the provider agency must determine whether the AI functionality, use cases, or Large Language Models (LLMs) differ significantly across those systems. If substantial differences are identified, such as distinct data flows, embedded AI tools, or varying model behaviors, the agency should complete a separate checklist for each system to ensure a thorough and accurate evaluation of AI risks, documentation, and governance. 
1. AI Vendor Oversight Identification 
Vendor Name:  
Vendor Website: 
Platform/System Name and Version: 
AI Model or LLM Used (if disclosed): 
Scoring Guidance 
· Formula: Multiply Magnitude × Likelihood for a total risk score (1–25). See Appendix A for details. 
· 1–8 (Low Risk): Minimal human review with logging and periodic audits to guard against bias or data issues. 
· 9–15 (Moderate Risk): Structured oversight, fairness testing, and stakeholder input ensure appropriate checks. 
· 16–25 (High Risk): Rigorous human review, executive governance, continuous monitoring, and transparency are required. 
☐ The vendor system (i.e. HR, case-management, billing, or other operational software) has been evaluated to identify and document both explicit and embedded AI/LLM integrations, including any concealed API calls or background processes that transmit data to external AI services. 
☐ Vendor AI use cases statements, audit results, certifications, or third-party assurance reports have been obtained and reviewed. 
☐ Vendor statements regarding data privacy, bias testing, and security controls have been independently verified. Expand on “independently verified”.  We question if this means the agency has verified this, if the vendor purchased a third party auditor to verify this, or other means. 
☐ Existing agency IT, compliance, and training policies applicable to the system under evaluation have been reviewed and updated to explicitly mention AI governance, security controls, and oversight requirements. 
2. Oversight Framework from Organizational Self -Assessment (OSA) 
☐ Strategic Vision: Leadership and cross-departmental review teams, including HR, compliance, legal, and program staff, have been established to oversee AI use with this system. Establishing a team comprised of the above to oversee AI may be a huge hurdle for many.  We think an AI Committee should be explicitly stated here but maybe not specific person/staff need to be mentioned.
☐ Data Privacy & Security: Vendor practices for PHI/PII protection and audit logging are monitored and documented in this system’s evaluation. A very important distinction is closed vs open AI platforms.  Open AI platforms may utilize third party companies to do all of the processing while closed AI platforms remain on the vendor’s servers.  Closed AI platforms may be more expensive, but they guarantee that data is not flowing outside of the vendor’s data centers.
☐ Technology Infrastructure: Plans exist for vendor updates, product sunsets, and system exit strategies, including continuity and data-migration steps. 
☐ Human Oversight & Ethics: Processes are in place for staff and people supported to review, question, or override AI outputs within workflows. Expand upon “question”.  Can this mean users question the AI output directly in the software, utilize a ticketing system, etc.  Review and override may suffice here.
☐ Workforce Development: Staff have received training to safely use, monitor, and interpret AI tools and outputs. Is this vendor staff or users of the system?
☐ Service Delivery Impact: AI features have been reviewed to ensure alignment with person-centered practices and equitable service outcomes. How is this review done?
☐ Regulatory Alignment: Vendors have demonstrated compliance mapping to HIPAA, CMS, ONC, and other applicable regulatory and ethical safeguards, with evidence retained by the agency. 
3. Transparency & Disclosure 
☐ Vendor explanations of AI features and data use are available in plain language. 
☐ The data sources, retention method (temporarily or permanently), and training purpose of the AI system use cases have been confirmed. 
☐ Vendor disclosures outlining risks, limitations, and prohibited uses are available and stored in agency records.  Vendor disclosures are stored in agency records > does this require the vendor to have readily available these disclosures on the user interface or is the onus on the agency to ensure they keep these disclosures on their end.  We believe clarification here would help resolve where these disclosures are stored.
4. Auditability & Monitoring 
☐ Access to vendor system logs, activity reports, and audit trails has been confirmed. 
☐ Internal reviews for fairness, accuracy, and data security are scheduled at defined intervals (i.e. monthly, quarterly). How is fairness defined?
☐ Third-party or independent audit options are available and budgeted for high-risk or high-impact systems. 
Bias & Representation 
☐ Results of vendor fairness and bias testing have been requested and reviewed. How does a vendor determine fairness and bias?  What is the expected outcome if this data is available?  Is there a specific report or testing verification/validation process?
☐ Internal validation has been conducted using representative disability-specific or diverse test cases. Unclear what this means.
☐ A remediation plan is defined for addressing identified bias or inequitable outcomes. 
Human Oversight & Rights 
☐ Consent capture procedures exist for staff, applicants, and supported individuals, giving a choice before data is used in AI model training. 
☐ Staff and supported individuals are informed of their right to question or override AIdriven actions and AI is never the sole decision-maker. 
☐ “Human-in-the-loop” checkpoints are documented for relevant decision-support workflows, specifying whether responsibility lies with a designated individual or a defined review team to ensure consistent human oversight. 
Lifecycle & Exit Planning 
☐ Vendor plans for software updates, roadmap changes, or AI versioning have been made available and have been reviewed. 
☐ Contracts include data portability and off-boarding provisions (“data liberation” clauses). 
☐ Data retention, data deletion, and data dictionary element status post-contract termination are clearly defined. 
Procurement & Contracting Essentials 
☐ AI-specific clauses (bias testing, audit rights, access controls, exit terms) are included in vendor contracts. 
☐ The vendor classifies each AI feature’s risk level using a recognized framework (i.e. NIST AI RMF). How would this be visualized?  Would this be a document where each AI feature is noted with risk levels?  Or is this requirement to be directly on the UI itself?
☐ Provider agency budget allocations have been secured to include resources for AI training, monitoring, and compliance audits. Is this meant for the vendor to provide training to the agency?
9. Building Internal Capacity 
 
☐ An AI Oversight or Review Committee has been formed, including cross-functional representation. We believe this addresses the bullet point above in “Strategic Vision”. Is this meant for the agency or the vendor?
☐ Procurement and legal staff have completed AI-related contract-review training. Is this the agency or the vendor requirement?
☐ Compliance programs include lifecycle monitoring of AI tools in use in a manner similar to any other technology that intersects with regulations. 
☐ AI oversight responsibilities align with the agency’s broader cybersecurity and privacy policies. 
10. Practical Next Steps 
	 	This checklist has been piloted on at least one AI-enabled vendor system. 
	 	A targeted mini-OSA review focused on vendor reliance has been completed. 
 	A formal process exists for escalating AI issues to leadership and sharing lessons through a Learning Community or Community of Practice that is external to this agency. 
 
 	 
Appendix A. Vendor/AI Risk Scoring Table Magnitude of Potential Harm 
1. Negligible: No foreseeable impact; no identifiable data, privacy risk, or service disruption. 
2. Low: Minor inconvenience or technical issue; limited exposure of non-sensitive data or minimal service delay. 
3. Moderate: Possible small-scale data leak, biased outputs, or moderate disruption to person-centered service quality. 
4. Significant: Likely unauthorized access or loss of sensitive data (PII/PHI); inequitable or biased outcomes; major service interruption. 
5. Severe: Large-scale data breach, systemic bias or discrimination, or denial of essential supports or benefits. 
Likelihood of Potential Harm 
1. Remote: Extremely unlikely; strong safeguards and isolation controls in place. 
2. Unlikely: Possible but rare; mitigations exist and are regularly tested. 3. Moderate: Could occur occasionally; partial or untested mitigations. 
4. Likely: Expected periodically; oversight or controls are weak or inconsistent. 
5. Probable: Highly likely or recurring; insufficient governance or monitoring. 
It is unclear what the above two sections are meant to score.  Is this based off the questions above?  How does one eventually get to one of those numbers?  Who determines it?  Is there a rubric or formula to determine this?  Also, it seems like “Severe: Large Scale data breach” is saying that it happened already.

Is the intent that these are POSSIBLE based off how the questions are answered above?  We feel that having a more concrete formula to determine which number for each section would help remove bias and misinterpretations here.

 	 
Appendix B. Glossary 
· AI (Artificial Intelligence): Technology that learns patterns and makes predictions or decisions. 
· Algorithm: Step-by-step rules that always give the same result with the same input. 
· Bias Testing: Checking if AI treats some groups unfairly. 
· Human-in-the-loop: A person must approve or double-check AI results. 
· Audit Log: A record of who did what, when, and how. 
· Data Liberation: The ability to move your data from one system/vendor to another. 
· OSA (Organizational Self-Assessment): A structured internal review tool. 
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