

Artificial Intelligence Use Agreement
Purpose:
This agreement outlines the responsibilities and best practices for using AI tools in compliance with privacy and data protection regulations. By signing this agreement, the user acknowledges the importance of not inputting Personally Identifiable Information (PII) or Protected Health Information (PHI) governed by HIPAA into AI systems.
Agreement:
I, the undersigned, understand and acknowledge that:
1. Compliance with Data Privacy Laws:
I am responsible for ensuring that the data I use when interacting with AI tools complies with applicable data protection and privacy laws, including, but not limited to, the Health Insurance Portability and Accountability Act (HIPAA) and other relevant regulations governing the use of sensitive data.
2. Prohibition on the Use of PII and PHI:
I agree not to input any Personally Identifiable Information (PII) or Protected Health Information (PHI) into AI tools. I understand that AI systems are not designed or approved for processing sensitive personal data unless explicitly authorized by the AI provider with proper data protection mechanisms.
3. Definition:
· AI (Artificial Intelligence) is a technology that simulates human intelligence with problem-solving capabilities. It can perform tasks that normally require human intelligence. Some common examples are ChatGPT, MS Co-Pilot and Google Gemini etc.
· PII (Personally Identifiable Information) is any data that can be used to identify an individual.
Examples include, but are not limited to:
Full name	> Social Security number > Email address 
Home address > Telephone number > Date of birth
Financial information (e.g., credit card numbers, bank account information)
· PHI (Protected Health Information) is any data that relates to an individual's health status, medical history, or healthcare provided, which is protected under HIPAA.
Examples include, but are not limited to:
Patient names > medical record numbers > Health insurance information
Lab results > diagnostic data > Prescription information
Treatment plans > medical history > Physician’s notes or comments


4. Consequences of Non-Compliance:
I understand that the unauthorized disclosure of PII or PHI can result in legal penalties, fines, and reputational damage for both the individual and the organization. Violations of this agreement may result in disciplinary actions, including termination of access to AI tools or employment.
5. Best Practices for Data Protection:
I commit to following best practices when using AI tools, including:
· Anonymizing all data.
· Using only de-identified, non-sensitive information for testing, analysis, or processing through AI tools.
· Ensuring that any data I use in AI systems is authorized for such use and adheres to data minimization principles (i.e., only using data that is necessary for the specific purpose).
6. Data Breach Reporting:
In the event I become aware of a data breach or unauthorized disclosure of PII or PHI, I will immediately report the incident to the Corporate compliance Department.
By signing this agreement, I acknowledge that I have read, understand, and will comply with the above terms regarding the responsible use of AI tools.
Signature: _________________________    Name: _____________________________
Date:  _____________________________

This agreement ensures the user recognizes the importance of protecting sensitive data when using AI tools, outlining both PII and HIPAA-related information to avoid.

